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50 BRILLIANT TIPS ON CLOUD COMPUTING

Getting Started

1.  Determine whether cloud computing serves a business need

      You may be experiencing explosive growth and you don’t want to keep over-investing in onsite 

      equipment. Or perhaps your employees are frustrated with the instability of your in-house IT 

      system and you’re looking for a more stable infrastructure. Today’s businesses are no longer   

      confined to a specific geographic location, and a centralized remote repository might be a  

      business need. 

      If you find yourself not really using the clouds full capabilities, you may find that your organization   

      isn’t quite ready for the cloud.  

     Bottom line: Tying your cloud decision to a specific business benefit will help you gauge 

     and monitor the ROI of your cloud investment. (Source: IsUtility®)

 

2.  Clearly delineate what business objectives you can achieve and what business problems you can resolve by moving to 

     the cloud. (Source: Sean Kapoor, Gestalt Health)

3   Determine if there any legal or compliance constraints that should be considered for data or systems targeted to be 

     hosted externally? (Source: Josette Rigsby, Elektronic Kopy)

4..  Outsource your IT from “Day 1.”  This is because computer technology is changing so fast you won't be able to keep up with it 

      all; and because you have enough hassles to deal with running your own business.” (Source: Shane Fischer, Shane E. Fischer, P.A.)

5..  Make sure to scope out your specific requirements and don't over-buy. A big benefit of the cloud is being able to 

      easily upgrade but buying too much up front and getting locked into a contract with that configuration could end up  

      costing you much more. They can always sell you more horsepower later. (Source: Mike Ogburn, ABC Signup)

6.  Find out from your employees what it is that they need to do that the cloud enterprise will need to support.  All sorts of 

      new work strategies will be revealed as a result of this internal assessment and discussion - make good use of the information 

      and use it to design your cloud interface well and sufficiently (Source: Billie G. Blair, PhD, Change Strategists, Inc.)

7.   Take a holistic approach.  Examine how your business processes are supported (or not)

       by the systems and people in place. Determine what's redundant, what's inefficient and 

       where there are gaps. 

      Then build a holistic delivery model for technology services that identifies the 

      functions that should be performed in-house versus by a third party and the 

       technological architecture associated with those functions. 

      Based on that delivery model, the company can then build a 

      sourcing strategy to determine what functions should be 

      outsourced, to whom, and when.  (Source: John L. Nicholson, 

       Pillsbury Winthrop Shaw  Pittman LLP)
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50 BRILLIANT TIPS ON CLOUD COMPUTING

Knowing the “Signs” & Setting Expectations

8.  Determine your ‘true cost’ savings.

      Know beforehand just how much money the cloud is saving you. Many executives underestimate  

      the “hidden costs” of on-premise IT, such as management time discussing software or hardware       

      maintenance costs, electrical utilities and travel expenses

      Beware of cloud service providers that run you on the rails and overcharge for certain add-on  

      features.  

     Bottom line:  Work with your potential cloud provider to understand what you’re truly paying 

      for IT now versus what it will cost to move to the cloud. Also, be sure to ask your provider 

      what’s not included. The last thing you want is to be nickeled-in-dimed after signing a long 

      term  contract (we recommend 30-day agreements).  (Source: IsUtility®)  

     

 

SIGNS IT’S TIME TO MIGRATE TO THE CLOUD

9.    You are in high growth mode and cannot reliably predict resource requirements over the next few years. Your transactions 

        may double or triple in the next few years. Or they may grow 10 fold. How do you purchase now for what your company may 

        look like 3 years from now? While you may have completed a project now that you think will serve you for a few years you may 

        end up starting the same project next year because you blew away your forecasts.  (Source: Alan Jurysta, AdvenTech)

10.  Client expectations have increased due to technology advancements and you need the cloud  to demonstrate the 

       highest level of client service. (Source: Brenda Stewart, Veteran Law Firm Administrator)

11.  You need to keep your costs predictable.  With a cloud computing model you won’t have any emergency service   

       calls, staff leaving, equipment upgrades, or other surprises that may impact your budget. Cloud computing costs are 

       relatively static and include expense that may have gone to other line items like facilities or wages.  (Source: Alan 

        Jurysta, AdvenTech)

12.  System users work on disparate systems and use a wide variety of devices (laptops, desktops, iPads, tablets, smart 

       phones, etc.) (Source: Tina Gregory, Elegrity)

13.  You are putting too much effort into hardware maintenance and software upgrades. 

       Equipment is aging and becoming obsolete. You introduce something new to your 

       network and now need a patch to  keep everything working. Or perhaps there’s 

       only one person in the company who knows how to keep things running. 

       What happens if something goes wrong? Do you overpay them to stay 

       or hope they have documented everything you need?  (Source: Alan 

        Jurysta,  AdvenTech)

 (Continued on next page)
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50 BRILLIANT TIPS ON CLOUD COMPUTING

Knowing the “Signs” & Setting Expectations

SETTING EXPECTATIONS

14.  Personnel, remote data backup, disaster recovery and IT and operational compliance   

       costs need to be identified with on-premise systems, and adequately compared against  

       cloud computing providers. It is not just a matter of considering the obvious upfront CAPEX 

       (capital expenditures) charges and ongoing annual software maintenance costs. (Source: Paul  

       Szemplinski, CAPSYS Technologies)

15.  Understand that better security, availability and service levels come at a cost. The price 

        may seem higher than your typical IT spend, but realize that in many cases, you’ll no longer  

        have to budget for unforeseen issues like unexpected tech-refreshes, sever crashes, virus 

        attacks, etc.  (Source: Sean Kapoor, Gestalt Health)

     

 

16.   Define what moving to cloud means. Is the desire to move infrastructure (e.g. OS, storage), select software as a service solutions 

         to replace on premises software or somewhere in the middle. Will the target environment consist of a single vendor or multiple 

         vendors? (Source:  Josette Rigsby, Elektronic Kopy)

17.  The cloud doesn’t make I.T. irrelevant, it makes them more strategic.  Moving to cloud really frees up I.T. to think strategically

         about technology, focus on user management and training, and the monitoring and protection of corporate data. (Source: Rob       

         May, Backupify)
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Are you confident that your confidential company data is 100% secure? According 
to Symantec Corporation, the leading causes of data loss are malicious criminal 
attacks and internal negligence, costing US companies an average of $214 per 
compromised record.  

Schedule a Complimentary Security Assessment Analysis. The duration is 
approximately one hour and will not affect your employees’ time.  

Your Confidential Security Analysis includes:

4 Network Security (Email, anti-virus, open ports, network printers)

4 Public  Access to Folders (Shared folders, guest ports)

4 Wireless Security (Wireless encryption & identification)

4 Database Access (Unwarranted access

Schedule a Complimentary Security Assessment  
Understanding your current IT security levels is a critical step in moving to the cloud

 

Schedule your complimentary security assessment:  http://info.isutility.com/securityassessment
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50 BRILLIANT TIPS ON CLOUD COMPUTING

Questions to Ask a Prospective Cloud Provider

18.  Exactly how ‘simple’ is the cloud solution? At the end of the day, the cloud is all about the  

        shared experience and limiting your dependence on in-house systems. 

        However, if your cloud service provider has to send one of their technical support personnel 

        to your business every week to show you or your IT department how to manage key components,     

        your cloud service may not be the right fit.  

        Bottom line:  Request a free trial or testing period to ensure a more seamless process.

19.  Ask where their cloud physically resides.  Is it their own or are they renting cloud space 

       from someone else?  How will they support it?  What happens if their cloud goes down, do 

       they have a backup or redundant cloud site?  Ask for references from companies with similar  

       needs as yours, and in the same industry.  (Source: Heinan Landa, Optimal Networks)

 

20.  Ask to specify service levels. An availability guarantee doesn’t cover system performance, support resolution times, or time to  

        resolve billing disputes. Review the SLA (service level agreement) and establish performance metrics that will work for your organization. 

        Ask your provider for metrics such as, “average time to resolve technical issues” and “percentage of issues resolved on the first call.”  

        (Source: Joshua Cole, Assura Consulting)

21.  What is the vendor’s encryption and access security, as well as the physical location of the data center? Check the vendor’s  

        data center certifications. Investigate the financial stability of the vendor. In the case of a bankruptcy, the company could lose access  

        to its data. (Source: Polly A. Dinkel,  Sideman & Bancroft LLP)

22.  Do I have control over my data? The cloud provider should never destroy the electronic documents or emails.  In discovery, 

        firms should have the ability to obtain the necessary information from their cloud provider(s). Ask about the vendor’s “data 

        retention policy”. (Source: IsUtility®)

23.   Is the data stored in my country? Even if the company with which you are dealing is an American company, it may be utilizing 

         off shore companies for actual storage of the data which means that you may be subject to the laws of a country with less stringent 

        security laws.(Source: Steven J.J. Weisman, Esq.)

24.  How flexible is pricing? Let’s say you’re at your maximum number of seats for your cloud-based account system and you add an 

       employee to the finance department. Will your SaaS vendor allow you to add one seat or do you have to buy an “expansion” of 5 

       seats (or 25)? (Source: Joshua Cole, Assura Consulting)

25.   Can you help forecast my costs?  Many cloud providers base their fees on usage, so try and establish a non-technical cost structure  

        you’re comfortable with. A good provider should help you forecast your future needs. Ask what’s not included. A per-user monthly 

         cost is the preferred method to accurately forecast your costs. (Source: IsUtility®)

26.   What is your recovery interval? In other words, how long will it take to restore my data? How often is my backed up? If I uploaded  

         1000 files a day to the cloud but the cloud only backs it up once a week? If this is the case, would I have then lost 5000 or 6000 f

         files that I would have to recreate? (Source: Damon Petraglia,  Chartstone)

27.    Multi-vendor management. Do I have to add a user to all of these services individually or is there a way to do it in one place 

         and all of those applications use that single point to manage user access? This one issue can make adding and removing users a 

        trivial matter or a painful chore. If you’re in a seasonal business with large influxes and exoduses of employees, this can be really 

         big deal and kill the productivity of your IT staff. (Source: Joshua Cole, Assura Consulting)
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50 BRILLIANT TIPS ON CLOUD COMPUTING

Mitigating Clou d Risks

28. Do diligent research on the security levels of your prospective provider

       Many cloud computing providers are created for convenience – and not security – so be 
       prepared to ask a prospective provider some tough questions. Due to the ‘shared’ nature of  
       the cloud, knowing about a cloud computing provider’s security features is a key component  
       in your search for a provider. Do they outsource some of their data security features? If so, to 
       what extent? If you need a password for every new screen you move to, that may be an indication 
       that more people than you realize are handling your information. 

     Bottom  line:   Your cloud provider should have impeccable security history – ask if they’ve 
      ever been breached or whether you will be notified when/if they are breached in the future.   
      (Source: IsUtility • )  

     

 

29.   Make sure that the agreement with the service provider acknowledges your rights to control who has access to data  
        and under what circumstances. Be careful of a “click to acknowledge“ agreement that may be subject to change at the service 
        provider’s option. (Source: Livia)

30.  Determine data portability and retention in your contract. Make sure you fully understand the policies around secure 
        deletion, data retention/requests and what happens to your data if you sever the relationship or the cloud vendor is acquired/g oes  
        out-o f-business.( Source:  Chris Caldwell, LockPath)

31.  Develop exit clauses to mitigate the pain of vendor lock-in . (Source:  Rob Barrish, GfK Business & Technology)

32.  Select a “private” cloud, rather than a “public” or “community” cloud to reduce the chance that others will inadvertently 
        access the data and reduce the probability that the cloud will be a target of hackers. (Source: Polly A. Dinkel, Sideman &  Bancroft  LLP)

33.  Know what third-par ty entities have access to confidential or proprietary data. Under the HiTech Act, legislative 
        violations can be imposed directly upon third  party vendors such as offsite storage vendors or others if client information is lost or    
        exposed. Not knowing who the cloud vendor is could create an exposure that you are not aware of. (Source: Jay L. Manns, Munsch 
        Hardt Kopf &  Harr, P.C.)

34.  The contract should require the vendor to notify its customer of any data security breach 
         so that the customer can determine the appropriate course of action. Forty-six states have 
        adopted laws requiring noti fication upon an inadvertent disclosure of personal information. 
        If the security breach is caused by the vendor, then the costs should be borne by the 
        vendor. (Source: Polly   A. Dinkel, Sideman &  Bancroft  LLP)

35.  Be sure the service agreement specifies service time parameter maximums 
        and calls out who and what is responsible  for disruptions. 
       (Source: Alan Guinn,  Guinn Consultancy Group)

      (Continued on the next page)
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